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AMENDMENTS TO THE CLAIMS 

1. (Qiirendy amended) A method for generating an encryption key for use with a 
host device having a host identification stored therein, for encryptio n a file comprising a plurality, of 
blocks of plaintext data i n a manner that said encrypted file can only be decrypted by said ho$i; 
device, the method comprising: 

retrieving the host identification from the host device for use as a private portion of an 
encryption fegg 

generating at least one content variable that uniquely identifie s a comespnndinff block of 
said file as a p ublic portion of said encryption key. 

combining the host identification and the at least one content variable to produce two or 
more comb Wtionywhe rein the meth od used to combine the host identification and the at least 
e ae -content variable mpoatedly produces th e sam e- two or more combinauons; and 

coa l es cing the two or more combinations to produc e the encryption ke y, wherein the 
method of coalescing the two or - mor e combinations repeatedly pre d uces - the - sam e encryption k e y s 

encrypting a bio * <J pl*™^ ^ ifl f **** encryption key to produce a block of 

ciphertext: 

appending only the at least one content variable to the block of cipherte^ and 
storin g the block of ciphertext and the appended one or more content variable wit hin a 
Storage <fevice. 

2. (Currently amended) The encryption key generation method of claim 1 wherein 
coal e scing the two combination s said step of combining comprises: 

concatenating the two or mor e combin aaons using a predetermined method, wherein 
r^yirciT^nmring rho rwn or mnrg combination combining the host identification and the at least one 
content variable repeatedly produces the same encryption key. 

3. (Girrently amended) The encryption key generation method of claim 1 , wherein 
the host device includes a secure clock, the method further comprising: 

obtaining a time variable from the secure clock within the host device; 

combining the host identification, the at least one content variable and the time variable 
to produce a plurality of different combinations, wherein the method used to combine th frhest 
idfinrificaiion, thu at - l e ast - on e concern variable and the rime variable rep e atedly produces th e sam e 
plurality of different combinrmons raad 
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eealescing the plurality of different combinations to p geAaee the encryption key* 

wfeeiein-the m e thod of coalescing the p lu rality of different combination s repeatedly produces the 

sam e e ncryption k e y , 

4. (Currently amended) A method for generating an encryption key to encrypt a 
block of plaintext for use with a host device having a secure clock and a host identification assigned 
thereto and saved therein, the method comprising: 

retrieving the host identification from the host device for use as a private portion of an 

generating a content identification, wherein the content identification corresponds to the 
block of plaintext as a public portion of said encryption key ; 

obtaining a time variable from the secure clock within the host device; 

combining the host identification, the content identification and the time variable to 
produce at leant six combinations thereo f; and 

coalescing the at least six combinations to generate the encryption ke y, wherein th e 
method of coa l e s cing th e at least six combinations rep e atedlyproduces the flame encryption key * 

5. (Qurendy amended) A method for encrypting a block of plaintext for 
transmission over an unsecured interface to a storage device, for use with a host device having a 
host identification assigned thereto and stored therein, the method comprising: 

retrieving the host identification from the host device for use as a private portion of an 
encryption key: 

generating at least one content variable that unique ly identifies a corresponding block of 
said file as a public porti on of said encryprion key 

combining the host identification and the at least one content variable to produce two or 
more combinations, wherein the m e thod us e d to combine the host identification and th e at l e ast 
one content variable repeatedly produces-trie some two or more combina sgnsj 

coalescing the two or more combin at^ R S' tO ' piTodijce a firs t an encryption keyy- whcrcin 
ike method of coal e scing the two or more combinations repeatedly produces the sam e first 

encrypting the block of plaintext using the fess encryption key to produce a block of 

ciphertext; 

appending the at least one content variable to the block of ciphertexr; 
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transmitting the block of ciphertext and the appended at least one content variable over 
the unsecured interface to the storage device; and 

storing the block of ciphertext and the appended one or more content variables within 
the storage device. 

6. (Ginently amended) The method of encrypting the block of plaintext of claim 5, 
wherein the host device further comprises a secure clock, the method further comprising: 

obtaining a first time variable from the secure clock within the host device; 

combining the host identification, the at least one content variable and the first rime 
variable to produce a first plurality of different combinations, wherein tho method usod - to - combin e 
the host identification, the qi least one content variable and the first rime variable rep e at e dly 
produces the same first plurality of different - combinations^ and 

e ealeseing the first plurality of different combinations to produce the firat m encryption 
key^wherein the method of coalescing the first plurality of - combinationa repeatedly produc e s th e 
same first encryption key . 

7. (Currently amended) The method of encrypting the block of plaintext of claim 6, 
for further use decrypting the block of ciphertext, the method comprising: 

retrieving the stored block of ciphertext and the appended at least one content variable 
from the storage device; 

retrieving the host identification from the host device; 

obtaining a second time variable from the secure clock within the host device; 

combining the host identification, the at least one content variable and the second rime 
variable to produce a second plurality of differ e nt combinations; and 

coalescing tho second plurality of -different combinations to produee-a second 
encryption key, wherein if the first time variable and the second time variable do not match, the 
second encryption key will not decrypt the block of riphertext and if the first rime variable matches 
the second time variable the second encryption key will decipher the block of ciphertext 

8. (Qnrendy amended) The method of encrypting the block of plaintext of claim 5 
for further use decrypting the stored block of ciphertext, the method comprising: 

retrieving the stored block of ciphertext and the appended at least one content variable 
from the storage device; 
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retrieving the host identification from the host device; 

combining the host identification and the at least one content variables to produce twe 
or more combinations; 

coalescing th e two or more combinations iq -produce the encryption key that was used 
to encrypt the file: and 

decrypting the block of ciphertext with the encryption key to produce the block of 

plaintext. 

9. (New) The encryption key generation method of claim 3 further comprising; 
retrieving the stored block of ciphertext and the appended at least one content variable 

from the storage device; 

retrieving the host identification from the host device; 

obtaining a second time variable from the secure clock within the host device; 

combining the host icfentification, the at least one content variable, and the second time 
variable to produce a second encryption key, wherein if the first time variable and the second rime 
variable do not match, the second encryption keywili not decrypt the block of ciphertext; and if the 
first time variable matches the second time variable, the second encryption key will decipher the 
block of ciphenexL 

10. (New) The encryption key generation method of claim 1 further comprising: 
retrieving the stored block of ciphertext and the appended at least one content variable 

from the storage device; 

retrieving the host identification from the host device; 

combining the host identification and the at least one content variable to produce the 
encryption key that was used to encrypt the file; and 

decrypting the block of ciphertext with the encryption key to produce the block of 
plaintext data. 

11. (New) The encryption key generation method of claim 5 wherein said step of 
combining comprises: 

using a predetermined method, wherein combining the host identification and the at 
least one content variable produces the same encryption key each, time the encryption key 
generation process is executed 
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